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CCNA Security At-a-Glance 

Course Description 

The Cisco Networking Academy
®
 CCNA

®
 Security course provides a next step for 

individuals who want to enhance their Cisco CCENT
®
 certification-level skill set and 

help meet the growing demand for network security professionals. The curriculum 

provides an introduction to the core security concepts and skills needed for the 

installation, troubleshooting, and monitoring of network devices to maintain the integrity, 

confidentiality, and availability of data and devices. 

CCNA Security offers the following: 

 Provides an in-depth, theoretical overview of network security principles as well as 

the tools and configurations available 

 Emphasizes the practical application of skills needed to design, implement, and 

support network security 

 Supports the development of critical thinking and complex problem-solving skills 

through hands-on labs  

 Promotes the exploration of networking security concepts through Cisco
®
 Packet 

Tracer simulation-based learning activities, and allows students to experiment with 

network behavior  

 Includes innovative assessments that provide immediate feedback to support the 

evaluation of knowledge and acquired skills 

Who Should Enroll 

Organizations around the world are experiencing a shortage of qualified candidates 

with the specialized ICT knowledge and skills needed to administer devices and 

applications in a secure infrastructure, recognize network vulnerabilities, and mitigate 

security threats. CCNA Security helps students prepare for in-demand, entry-

level security career opportunities and the globally recognized Cisco CCNA 
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Security certification, which helps students differentiate themselves in the 

marketplace with specialist skills and advance their careers. 

The curriculum is appropriate for the following individuals: 

 Students with CCENT-level networking concepts and skills 

 College and university-level students seeking career-oriented, entry-level security 

specialist skills 

 IT professionals who want to enhance their core routing and switching skills. 

 Current CCENT certification holders who want to expand their skill set and prepare 

for a career in network security.   

Learning Objectives 

Students who complete CCNA Security will be able to perform the following tasks: 

Chapter Learning Objectives 

1. Modern Network Security 
Threats 

Describe the security threats facing modern network 
infrastructures 

2. Securing Network Devices Secure Cisco routers 

3. Authentication, Authorization 
and Accounting 

Implement AAA on Cisco routers using a local router 
database and external ACS 

4. Implementing Firewall 
Technologies 

Mitigate threats to Cisco routers and networks using 
ACLs 

5. Implementing Intrusion 
Prevention 

Implement secure network design,  management and 
reporting 

6. Securing the Local Area 
Network 

Mitigate common Layer 2 attacks 

7. Cryptographic Systems Implement the Cisco IOS firewall feature set 

8. Implementing Virtual Private 
Networks 

Implement the Cisco IOS IPS feature set 

9. Implementing Cisco the 
Adaptive Security Appliance 
(ASA) 

Implement a site-to-site VPN 

10. Managing a Secure Network Implement a remote access VPN 

 

Course Availability 

The CCNA Security course is delivered through the Cisco NetSpace
® 

learning 

environment and is available in English. Students who complete this course may also 

be interested in the NetAcad™ Cisco CCNA
®
 Routing and Switching courses.  

About Cisco Networking Academy 

Cisco Networking Academy delivers a comprehensive learning experience to help 

students develop ICT skills for career opportunities, continuing education, and globally 

recognized career certifications.  

To learn more, visit: www.netacad.com.  

http://www.netacad.com/

